Split-Brain Harness

AI Security Infrastructure for Government LLM Deployments

SGAIL - North Shore, 0Oahu, HI - DHS SBIR Phase 1 Candidate

Rust - MIT - Single static binary - Air-gap ready



The Problem

LLMs are being deployed in cleared and government-adjacent
environments with no security telemetry.

Attack vector What the model sees What it actually is

ignore all instructions




Split-Brain Harness

Drop-in OpenAI-compatible proxy. Every request passes through a
two-stage telemetry pipeline before reaching the model.




Benchmark Results

Evaluated on three public adversarial datasets - llama3.2:3b -
local Ollama - air-gapped

Dataset Rows Precision | Recall | F1 Notes

Stage 0 normalizer catches 50% of CyberEC encoding-evasion FNs:
homoglyphs - base64 - Morse - backslash-escape - fullwidth - leet

T Deepset recall improves with capable backend (Claude/GPT-4).



Key Capabilities

Capability SBH | Standard LLM Gateway




DHS SBIR Phase 1

What we're building

A hardened, air-gap-deployable AI security layer for government
LLM deployments — tamper-evident audit trail, session-level

threat detection, sandboxed tool execution.

Phase 1 milestones (~$300K - 6 months)

Milestone | Deliverable

sbh serve

SGAIL - - github.com/bigblue-r4/split-
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