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1 Dynamic Secret Sharing

Lagrange coefficients. Let P(-) be a polynomial of degree ¢ and let T" be a set of ¢ + 1 points (2, y;)ier
then for every @ we have P(z) = > ,cp yi - €(x), where {;(x) = [ er ;2 55

For a set of t + 1 points, T', we define A\i» = €;(0) = [[;cr ;2 755 Then, P(0) = > ;e yi - iz

Problem statement. There are two sets of parties, the old group are the P;’s and new group are the P/’s,
as follows.

e Old group: There are n parties: P;, ¢ € {1,...,n}. The parties have a Shamir sharing of a secret z,
namely, each P; holds s; such that there exists a degree-t polynomial P with P(i) = s; for all 4, and
P(0) = x.

e The group element X = z - G is public, as well as all X;’s, where X; = s; - G. Let T be set of ¢t + 1
points, then X =Y \r-X; = O Nir-s) - G=2-G.

e New group: There are m parties P;, ¢ € {1,...,m} who wish to obtain shares s} such that there exists
a degree-t’ polynomial @ with Q(i) = s; for all ¢, and Q(0) = x.
Generic solution with semi-honest parties

1. Choose a committee of ¢ + 1 parties from the old group. Without loss of generality, let them be
Pi,..., Py

2. Let A7, i € {1,...,t+1}, be the Lagrange coefficients for computing P(z), that is, P(z) = Zfii AT - s,

3. Each party P, i € {1,...,t+ 1}, picks a random degree ' polynomial @;, such that Q;(0) = s;, and
sends 5"} = Q;(j) to party P, j € {1,...,m}.

4. Note that
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where M C {1,...,m} is some set of size t' + 1, and A%M is the Lagrange coefficient associated with

P; when evaluating Q;(0) using the points of parties in M.



Thus, since s; = Q;(0) is linearly shared among P, ..., P;,, each party P}, j € {1,...,m}, computes
its final share
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The new shares s; are correct since for every subset M C {1,...,m} of size t' 4+ 1, the below equation
holds:
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Extending to malicious parties. This require each party Pi,..., P;11 to generate Q; as above

(such that Q;(0) = s;) and secret share s; in a publicly verifiable manner. See here for PVSS: eprint.
iacr.org/2004/201.pdf.

(2/3) to (3/5) Parties Threshold Modification

1.
2.

Let the parties be. {Py, P2, P53 }. Let x coordinates of {Py, Py, P3 } be x1, @2, 23

Let the modified quorum for (3/5) be {Py, P2, P3, Py, Ps} parties. Let x coordinates of {P;, Py, Ps,
Py, Ps} be 1, x2, 3, x4, 5. Here n=5 and t'=3

Choose a committee of 2 parties from the old group. Let them be A = {P, P, }.
Let x coordinates of P; and P, be z1 and x5 respectively

Each player P, AND P, does the following:

Selects a random polynomial ¢;(z) and go(z) respectively of degree at most 2 (t’ -1) such that
91(0)=f(21) 92(0) = f(x2)
[i] P; generates shares on g1 (x) for P1 : g11 = g1(x1)

[ii] P1 generates shares on g1(z) for Py : g1,2 = ¢g1(x2) and communicates g1 2 to P,. Py generates
shares on g1 (x) for P5 : ¢g1,3 = g1(x3) and communicates g1 3 to Ps and so on it generates g; 4 for Py
and 91,5 for P5

[iii] P, generates shares on go(z) for Py : g2.2 = ga(22)

[iv] P, generates shares on ga(z) for Py : g12 = ¢g1(x1) and communicates g1 to P;. P3 generates
shares on ga(x) for Ps : ga3 = g1(z3) and communicates g2 3 to P3 and so on it generates go 4 for Py
and go 5 for P
Each player P, , P, does the following:

[i] Generates public constants v and ~5* for P, and P, respectively:

A_ T2
=
T2 — T1
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7. Each player P, , P, and P does the following:
[i] Erases their old shares

[ii] P, computes his new shares

Dy =71 X 11+ 75 X g2,

[iii] P> computes his shares:

Dy =1 X g0 + 75 X 912

[iv] P; computes his new share

Dy =8 X g13+75 X g3

[iv] P4 computes his new share

®3 = 71A X gi1,4+ ’YQA X g2.4

[v] Ps computes his new share

Dy =2 X g15+75 X g25

(2/3) Parties Secret Recovery

1. The set A’ contains at least t’ members . P; Pyand P recover the secret using Lagrange interpolation
method

/

secret = (71 x 1) + (15 X ®3) + (15" x B3)

Extending to malicious parties. This require each party Pi,..., P;11 to generate @Q; as above (such
that Q;(0) = s;) and secret share s; in a publicly verifiable manner. See here for PVSS: eprint.iacr.org/
2004/201.pdf.

2  Weighted DKG

Input: Each of Pi,..., P, has a PKI of signing keys {pki,...,pk,} and encryption keys {eki,...,ek,}, its

own signing key sk; and decryption key dk;, and list of weights {w1,...,w,}. For simplicity, we assume
that: P; receives the value of the polynomial at the points ' = (1,...,w); P, receives the value of the
polynomial at the points x* = (w; + 1,...,w; + wa); P5 receives the value of the polynomial at the points

23 = (wy +we +1,...,w1 + we + ws), and so on. Set S as a set with n parties, S = {1,...,n}. ¢ is the
order of the curve. C is a coordinator.
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The protocol:
1. Transmission 1 - C to all: C sends a request to generate a key to all parties.
2. Message 1 - all to C': Each party P; works as follows:
(a) P; chooses a random sid; < {0,1}"

(b) For k € {0,...,t — 1}, P; chooses a random u¥ + Z, and sets FF = u¥-G. Let Fl =F.. . FI™
u o= (0, ut™h), u(x) = Z_:% uf - 2% and Fy(z) = ui(z) - G.

79 [
(¢) P; chooses a random r; <— {0,1}" and sets ¢; = H(sidi||pidi|\weignts||?i||ri)
(d) P; sends (o}, sid;, weights, c;) to the coordinator C, where o} = signg, (1, sid;, weights, c;).

3. Transmission 2 - C to all: C receives all (o}, sid;, weights, c;) messages, and sends { (o}, sid;, weights, ¢;) }ics
to P, forallie S.
4. Message 2 - all to C: Each party P; works as follows:

(a) P; verifies that it received (o}, sid;, weights, c;) for n parties that it included in the list of partic-
ipants, that the sid; that it choose is in list, that weights the same for all parties, that ¢; as it
sent in the first message appears in the set, and that all signatures are valid. If not, it aborts. If
yes, it sets sid to be a collision-resistant hash of S and all {sid;};cs.

(b) P; computes ; < ZK DL (sid, pid;, j?i, Uf) (where ZK DL! denotes a batch Fiat-Shamir proof
of knowledge of the discrete log of ¢ values, and i is the know identity or public-key of P;).

(c) P; sends (02, sid, F;,r;, ;) to the coordinator C, where 07 = signgy, (2, sid, {c; }ics, Fi, i, i)

5. Transmission 3 - C to all: C receives all (02, sid, F;, r;, ;) messages, and sends {(0?, sid, F;, r;, 7;) }ies
to P;forallze S.

6. Message 3 - all to C: Each party P; works as follows:

(a) After receiving all {(0?, sid, F;,r;, ;) }ics, P; verifies that all signatures are valid and are com-
puted on the same sid that it computed.

(b) For every j € S (j #1):
(i) P; verifies that H(sidepidej?jHrj) = ¢; and that all values are valid (i.e., has the correct
sid; and pid; and overall structure).
(ii) P; verifies ZK DL, (sid, pid;, F,m;) = 1.
(iii) If the commitment is not valid or any Ff is not a valid point in the curve subgroup of is
equal to the identity point, or if the zero-knowledge verification fails, then P; aborts. Else, it

proceeds.
(c) P; sets the VSS sharing polynomial to be F(x) =}, g Fj(x). That is, the kth coefficient F}, of
F(x) is set to Y, FF. Denote F' = (Fy, ..., F,_1).

(d) P; sets the output public key to be public_key = Fy.

—
(e) Foreveryj € {1,...,n}, and for every x € 2/, party P; sets P;’s shares in Fi(x) to be df_,; = u;()
and encrypts di_,; under P;’s public key ek;. Denote the ciphertext by ¢ ;. Denote the set of
all these ciphertexts by .

(f) P; signs on (sid, ?, ¢/). Denote the signature by o?3.
(g) P; sends (03, sid, ?, ;) to the coordinator C.



7. Transmission 4 - C to all: C receives all (03, sid, ?, FZ) messages, and sends {(o3, sid, ?, a})}ies to
P, forallie S.

8. Output: Each party P; works as follows:

(a) After receiving all {(o3, sid, ?, ) }ies, P; verifies that all signatures are valid and are computed
on the same sid that it computed, and that all parties sent the same ?

-
For every z € ': P; decrypts all {cf_,;}jes and sets df =3, gdf_; (mod q).

—
=

—
P verifies that (dj_;) - G = Fj(x) for all j € S, x € 2" and that (d) - G = F(x).
(d) If any check fails, P; aborts an_)d raises a security alert. Else, P; outputs the public_key and its

—
o
-~

polynomial shares d?, for € x*, which correspond to the weight w;.



3 Dynamic refresh for Weighted TSS

Input: There are two groups of parties, the old group are the P;’s and new group are the P/’s, as follows:

e Old group: There are n parties: P;, ¢ € {1,...,n}. The parties have a Shamir sharing of a secret
x, namely, each P; holds s; such that there exists a degree-t polynomial P with P(i) = s; for all i,
and P(0) = z. Each P;, i € {1,...,n} has a PKI of signing keys {pki,...,pk,} of old parties and
encryption keys {ek/1,...,ekl,,} of new parties, its own signing key sk; and decryption key dk;, and
list of weights {w1,...,w,}.

Y. 1 € {1,...,m} who wish to obtain shares s} such that there
exists a degree-t’ polynomial @ with Q(i) = s; for all ¢, and Q(0) = z. Each P/, i € {1,...,m} has
a PKI of signing keys {pki,...,pk,} and encryption keys {eki,...,ek,} of old parties, its decryption
key dk;, and list of new weights’ = {w},...,w),}.

e New group: There are m parties: P/

For simplicity, we assume that: P; has the value of the polynomial at the points :Lj =(1,...,w1); P, has

the value of the polynomial at the points z# = (wy + 1,...,w; + ws); Ps has the value of the polynomial at
the points z° = (wy + w2 + 1,..., w1 + wa + ws3), and so on. The same for new parties P/, i € {1,...,m}
with new weights {w/, ..., w/, }.

C is a coordinatior. ¢ is the order of the curve.
Set S as a set with n; parties, which will participate in the dynamic refresh protocol. S’ as a set with m
new parties, S’ = {1,...,m}.

The protocol: First, the parties from the set S calculate their additive shares s; using Lagrange interpo-
lation.

1. Transmission 1 - C' to all: C sends a request to run dynamic refresh protocol to all parties in S.
2. Message 1 - all to C: Each party P; from the set S works as follows:

(a) P; chooses a random sid; + {0,1}"
(b) Set u? = §;, and F =u? -G

(c) Fork € {1,...,t — 1}, P; chooses a random u} < Z, and sets F} = uF-G. Let ﬁ =FO ... Fi71

w = 0, .. ulY), uix) = Z_:lo uk - 2% and F(z) = ui(z) - G.

(d) P; chooses a random r; < {0,1}" and sets ¢; = H(sidi||pidi|\weights’||?i||ri)

(e) P, sends (o}, sid;, weights', c;) to the coordinator C, where o} = signgy, (1, sid;, weights', ¢;).

3. Transmission 2 - C to all: C receives all (o}, sid;, weights', ¢;) messages,

and sends { (o}, sid;, weights', ¢;)}ies to P; for all i € S.
4. Message 2 - all to C: Each party P; from the set S works as follows:

(a) P; verifies that it received (o}, sid;, weights',c;) for ny parties that it included in the list of
participants, that the sid; that it choose is in list, that weights’ the same for all parties, that
¢; as it sent in the first message appears in the set, and that all signatures are valid. If not, it
aborts. If yes, it sets sid to be a collision-resistant hash of S and all {sid;}cs.

(b) P; computes m; + ZK DL (sid, pid;, ?i, u_Z) (where ZK DL' denotes a batch Fiat-Shamir proof
of knowledge of the discrete log of ¢ values, and ¢ is the know identity or public-key of P;).

(c) P; sends (02, sid, Fy,r;,m;) to the coordinator C, where 02 = signg, (2, sid, {c; }ics, Fi, 7, 7).

5. Transmission 3 - C to all: C receives all (o2, sid, F;,r;, m;) messages, and sends { (02, sid, Fi, i, ™) }ics
to P; for alli e S.



6. Message 3 - all to C: Each party P; works as follows:

(a) After receiving all {(0?, sid, F;,r;,m;)}ies, P; verifies that all signatures are valid and are com-
puted on the same sid that it computed.

(b) For every j € S (j #1):
(i) P; verifies that H(sidepideﬁﬁjHrj) = ¢; and that all values are valid (i.e., has the correct
sid; and pid; and overall structure).
(ii) P, verifies ZI DL, (sid, pid;, Fy, ;) = 1.
(iii) If the commitment is not valid or any F f is not a valid point in the curve subgroup of is

equal to the identity point, or if the zero-knowledge verification fails, then P; aborts. Else, it
proceeds.

(c) P; sets the VSS sharing polynomial to be F(x) =

F(z) is set to Y ;g ij. Denote F = (Fo,...,Fi_q).

ses Fj(x). That is, the kth coefficient Fj, of

-
(d) Forevery j € {1,...,n}, and for every x € 2/, party P; sets P}’s shares in Fi(x) to be di_,; = u;(=)

7

and encrypts di_,; under P;’s public key ek;. Denote the ciphertext by ¢ ;. Denote the set of
all these ciphertexts by .

(e) P; signs on (sid, ?i, Tis ?7 ;). Denote the signature by o?.
(f) P; sends (o3, sid, ﬁ-,m—, ?, ;) to the coordinator C.

7. Transmission 4 - C to all: C receives all (a7, sid, ?u T, ?, a)) messages, and sends { (o3, sid, ?i, T, ?7 E;)}ieg
to P! for all i € 5.

8. Output: Each party P! works as follows:
(a) After receiving all {(af,sid,ﬁ,m, ?, @) }ies, P; verifies that all signatures are valid and are
computed on the same sid that it computed, and that all old parties sent the same F'.
(b) P/ verifies that F(x) =), o Fj(z).
P/ verifies that expected public_key is equal to the Fy.

i€S

o o
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For every j € S:

%
(i) P! verifies ZK DL}, (sid, pid;, F;,m;) = 1.
(ii) If any F](C is not a valid point in the curve subgroup of is equal to the identity point, or if the
zero-knowledge verification fails, then P/ aborts. Else, it proceeds.

—
(e) For every x € a': P; decrypts all {¢]_,;}jes and sets df =3, 5df; (mod q).
—
(f) P; verifies that (dj_,;) - G = Fj(z) for all j € S, x € 2" and that (df) - G = F(x).

(g) If any check fails, P/ aborts and raises a security alert. Else, P/ outputs its polynomial shares d?,

for z € z*, which correspond to the weight w!.

References

[1] Yehuda Lindell, Simple Three-Round Multiparty Schnorr Signing with Full Simulatability, protocol 6.1
https://eprint.iacr.org/2022/374.pdf



	Dynamic Secret Sharing
	Weighted DKG
	Dynamic refresh for Weighted TSS

